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Ona HemegneHHon ny6nukaumn: 10.01.2023 F'YBEPHATOP K3TU XOKYN

N'YBEPHATOP XOKYJ1 OB bABUIIA OB YBEJIMMEHUM KPYMNHbIX UHBECTULIMA
LUTATA B UHULMATUBDI NO KUBEPBE3OIMNACHOCTHU

KpynHbie uHeecmuuyuu noseonsm pacwupums Kubep3awjumy MecCmHbIx
op2aHoe eJslacmu, onupasicb Haucmopu4yeckue uHeecmuuyuu e 6rodxeme Ha 2023
¢huHaHcoebIl 200 8 pa3mepe 61,9 mnH donnapos

YnpaeneHue no eonpocam HayuoHanbHoU 6e3onacHocmu u 4Ype3ebiYyaliHbIX
cumyayuli cozdacm nepeyro  UCMopuu wmama crieyuasausuposaHHyro 2pynmny
1Mo oueHKe NPOMbIWIIEHHbLIX cUCMeM yrpaesieHus!

Ipynna 6ydem pabomampb Hal 3awyumoll Kpumu4ecKu eaxHou
UHghpacmpyKkmypbI U npou3eo0cmeeHHbIX cucmemM om Kubepyza2po3 u amak,
HanpaesieHHbIX Ha HapyuweHue pabombl cnyx6 u npednpusmul

CerogHsi B pamkax nocnanus «O nonoxeHun gen B wrtate» Ha 2023 rog (2023 State of
the State) rybepHatop Katn Xokyn ob6bsaBuna o BbigeneHnn 35,2 MnH gonnapos Ha
noagepkky Mep no nosbiweHnto knbepbesonacHocT B Macwtabax wraTa, BKoYvas
pacLMpeHne COBMECTHbIX YCNYr AN MECTHbIX OPraHoB BfacTu, YTO NO3BOMUT
BbIABNATbL Npobernbl B cucteme 6€30nacHOCTU, KOTOPbIMU MOXET BOCMOSb30BaTLCS
npoTnBHUK. OCHOBbIBasiCL Ha BeAyLlEeM B CTpaHe 3akoHOA4aTeNbCTBe Mo 3almTe oT
Knbepyrpos aHepreTM4eCcKomn ceTu wTarta, HeaBHO NoanucaHHoMm rybepHaTopom,
YnpaBneHue no BonpocamM HauuoHanbHon 6e30nacHOCTU 1 Ype3Bbl4anHbIX CUTYaLUn
(Division of Homeland Security and Emergency Services) co3gact nepyto B UCTOpum
lWTaTa cneumannanpoBaHHyH rpynmny rno oueHKe NPOMBbILLIIEHHbIX CUCTEM YNpaBnNeHus,
4YTOObl MOMOYb 3aLUTUTL KPUTUYECKN BaXKHbIE MHPPACTPYKTYPHbIE U
NPON3BOACTBEHHbIE CUCTEMBI MO BCEMY LUTATY U caenaTtb 3TU CUCTeEMbI 6onee
yCTON4YMBbLIMM K Knbepartakam.

«YacrtoTta, macwTtabbl n nocneacTems knbepaTtak BO3pocnun, HO Mbl Byaem NnpogormKaThb
NPUHUMAaTL peLunTenbHbIE Mepbl Ana obecneyeHns 6e30MacHOCTU U 3alUUTbI
KPUTUYECKN BaXKHOW MHAppacTpykTypbl Hbto-Mopka, — ckaszana ry6epHaTop XoKyn. —
"pynna no oueHke NPOMBbILLSIEHHbIX CUCTEM YyNpaBneHns, nogkpennseMas pekopaHbIMu
WMHBECTMUMAMK, ByaeT noaaepXxmBaTtb NporpaMmmbl OLEHKM hrnanyeckomn 6esonacHoCcTu
n knbepbesonacHocTn, YTOObI NOMOYb OO6bEKTAM YNyYLINTb CBOK KMbGepbe3onacHOCTb,
co3gasas 6onee 6e3onacHbIN U HageXHbIM Mnepckun wTaTy.
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OT0 yBenu4yeHne Ha 35,2 MNH JonnapoB NPOAOSHKAEeT NCTOPUYECKME NHBECTULMN
ry6epHaTopa Xokyne knbepbesonacHocTb B pasmepe 61,9 mnH gonnapos B BopkeTe
Ha 2023 dumHaHcoBbIN rog. NinaepctBo Hbto-Mopka B 06nacTi hMHAHCOB, 3HEPreTUKM,
TpaHcnopTa, 34paBOOXPaHEHUs1, NONYNPOBOAHMKOB U APYIrMX BaXKHENLLNX OTpacrnemn
Aenaert WwTaT MULEHbIO Ans kmbepaTtak n gpyrmx knbepyrpos, a 4yactota, maclutadbl
nocnencTems 3Tux cobbITU NpogomkatoT pactu. B 2021 rogy uicno atak ¢
NCnonb30BaHMEM NPorpaMm-BbiMoraTenemn, B Xo4e KOTOPbIX Xakepbl YAEPXMBaAKOT B
3anoXHUKax gaHHble U cuctemsl, Belpocno Ha 13 % no Bcen cTpaHe, a ¢ 2017 roga
aTakam noggeprnuvck 6onee 3600 agMMHUCTPaUMiA WITaTa, MECTHbIX aAMUHUCTPaLMIA U
OpraHoB ynpaBfeHus NieMeH Nno BCen CTpaHe.

YnpaBneHve no Bonpocam HauMoHanbHoM 6e30nacHOCTN 1 Ype3BblYanHbIX CUTYaLNi
wrata Hbto-Mopk cosaacT rpynny no OLEeHKe NPOMBILLIEHHbBIX CUCTEM YyrpaBneHus
(ICS), yTOobbI NyyLle 3aWmMTUTb XuTenen ot knbepartak n ux nocneactsnn. Pabotasa c
ncnonb3oBaHMeM nporpaMmm BeAOMCTBa Mo OLeHKe onandeckon 6e3onacHocTu u
knbepbesonacHoOCTH, rpynna NOMOXeET 3HEePreTMYECKUM, TPaHCMOPTHLIM,
NPOV3BOACTBEHHLIM U APYIMM CUCTEMAM KPUTUYECKON MHAPPACTPYKTYPbl NOBbLICUTb
o6yto 6e3onacHOCTb U caenaTb CBOM CUCTEMbI NMPOMBILLIIEHHOrO KOHTpons 6onee
YyCTON4YMBbLIMM K Knbepatakam.

naBHBLIN cneunanucT no knbep6esonacHocTu wraTta Heto-Nopk Konun AxepH
(Colin Ahern): «[lMockornbKy yrpo3sbl 4ns Hawwen LnMgppoBon MHPPaCTPYKTYpPbI
NpoAOSIKaOT HapacTaTb U CTAHOBATCSA BCe Bornee U3oLWPEeHHbIMN, Kak HUKOrA4a BaxHO,
4TO6bl Mbl MHBECTMPOBANMN B PECYPChl AN 3aluThl XuTenen Heto-Mopka ot
Knbepyrpos. lNocrosHHoe NnaepcTBo rybepHaTtopa Xokyn NoMoXeT obecneynTb
MOBbILLIEHNE YCTOMYMBOCTM KPUTUYECKON MHAPACTPYKTYpbl Hbto-Mopka K aTum
yrposamy.

OnpekTop No MHPOPMaLMOHHLIM TexHonoruam wrarta Hero-NMopk (New York State
Chief Information Officer) Augxeno «Toun» Pupgaouk (Angelo «Tony» Riddick):
«OTN UCTOpUYECKNE MHBECTMLNN B KNb6epbesonacHOCTb, NpeanoXKeHHble rybepHaTopom
Xokyn, 6yayT onMpaTtbCsa Ha Nporpecc, 4OCTUrHYTbIA HaMK 3a NOCNeAHU rog B
co3gaHum O6begMHEHHOro onepaTnBHOroO LeHTpa obecnedeHus 6esonacHoctn (JSOC)
1 BHeApeHUn 3PPEKTUBHOM TEXHONOMMN OBHAPY>KEHNSA KOHEYHbIX TOYEK A5
NOBbILLIEHNS] OCBEAOMIEHHOCTU U NPUHATUS MEpP, U COOTBETCTBYIOT HaLUEMY NPUHLMNY
COBMECTHOrO noaxoaa, Korga wraT U MeCTHbIe OpraHbl BfiaCTy BMeCTe NpOTUBOCTOSAT
3TuUM BbI3oBaM. Kak areHTCTBO WTaTa, OTBevawLee 3a 3amTy CUCTEM LWiTaTta oT
BTOPXXEHWI M aTak, Mbl 3HaeM, 4YTO yrpo3a peanbHa, n 6narogapum rybepHaTopa Xokyn
3a TO, YTO B 3TOM roAly OHa BHOBb yAenuna npuoputeTHoe BHUMaHNE YCUIEHUIO
knbepbesonacHOCTN, YTOObLI Mbl MOTAM fyYLUe 3aLNTUTL HALWM akTMBbI 1 obe3onacutb
Bcex xuTenen Heto-Mopkay.

HavyanbHuK YnpaBneHus no BonpocamM HauMoHanbHOU 6e30nacHOCTU U
ype3BblYanHbIX cutyaummn wrata (DHSES) [xekn Bpen (Jackie Bray): «[loa
pykoBoACTBOM rybepHaTopa Xokyn wtaT Hbto-Mopk HapalumBaeT CBOM BO3MOXHOCTU
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knbep3sawmtbl, n 2023 rog NPOAOCIHKUT 3TU UCTOPUYECKNE MHBECTULMN. [TOBbILLIEHNE
YCTOMYMBOCTU HaLLEN KPUTUYECKON MHPPACTPYKTYPbI eLe HUKoraa He 6birio CTosb
BaHbIM. DHSES HapeeTcsa Ha pa3BuTue napTHEPCKUX OTHOLLEHUI C onepaTopamu
KPUTUYECKON MHPPACTPYKTYpPbI 4118 NOBbILLEHNS Knbepbe3onacHOCTM 1 OrpaHnYeHus
cboeB B paboTe B Grnivkanwmne rogbi».

Mpeanaraemoe hrHaHCUpOBaHWE Takke NOAAEPXKUT NpeaoCcTaBneHne ycnyr
Knbepbe3onacHOCTM OKPY>KHbIM M MECTHbIM opraHam Bnactu B 2024 puHaHCOBOM roay
1 B nocneayowime rogbl, OCHOBbIBasACb Ha co3gaHuu ryéepHaTtopomM XoKyn nepBoro
O6beanHEHHOro onepaTMBHOrO LieHTpa obecneyenns 6esonacHocTn Wwrata Huto-Mopk
(New York State Joint Security Operations Center). 3T cOBMeCTHbIe yCryrin noMmoratoT
OKPY>XHbIM M MECTHbIM OpraHamM BracTu OUEHUTb U YCTPaHUTb HeJOCTaTKu B CBOEW
knbep3sawmre. COBMECTHbIE YCNYr ONOMHAT TEKYLLME YCUNMSA WTaTta Nno co3gaHuto
obLLen kapTuHbl KNBepyrpo3, KOTOPY pa3gensatoT KoMaHabl knbepbesonacHOCTM 3
dheneparnbHbIX OpraHOB BNacTu, OpraHoB BfacTyu LWTaTa, ropodoB 1 OKPYroB.,
rocyapCTBEHHbIX M YaCTHbIX 0OBHEKTOB KPUTUYECKON MHAPPACTPYKTYPbI, @ TakkKe
areHTCTB LUTaTa, BKMOYasa YnpasneHme no BONpocam HaunoHanbHon 6e3onacHocTu u
YypesBblyalrHbIX CUTyauun, YnpasneHue cnyxo6 nHgpopmaumoHHblix TexHonorum (Office
of Information Technology Services), nonmumio wrata Hoto-Mopk 1 npoune.

Hit
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